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Abstract

A digital watermarking scheme, based on the spread spectrum techniques, is proposed in
this paper. The scheme uses the frequency hopping spread spectrum technique to determine positions
for watermark embedding in the original image, while the direct sequence spread spectrum technique
is used to provide robustness to the watermark signal. This scheme has an advantage over the
existing spread spectrum watermarking schemes, that is, various levels of watermark signal can be
embedded into the original image in order to minimize the quality degradation of the watermarked
image. To embed the watermark signal, the selected bits of selected pixels are used to carry the
watermark signal. The performance of the watermarking scheme is evaluated by using the Peak
Signal to Noise Ratio (PSNR). The experimental results indicated that the proposed scheme
gained higher PSNR and, simultaneously, more watermark bits could be embedded into the original

image.
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1. Introduction

The rapid development and deployment of new IT technologies have improved the ease of
access to digital information. Since digital data can be reproduced infinitely without any loss of
quality, it is therefore difficult to differentiate the illegal copies from the original one. The copyright
protection for multimedia data is then needed to counteract the piracy. Several techniques in digital
signal processing have been studied and emerged to provide copyright owners with the desired
degree of protection and to act as a disincentive to data piracy, for example, digital signature,
digital fingerprint, and digital watermarking. However, digital watermarking techniques have been

widely used as a solution for protecting the copyrighted data [1].

Digital watermarking is a method for embedding hidden data that contains copyright
related information into the digital object. This provides an ownership identification of the object,
and possibly other information that conveys conditions of use. Therefore, watermarking enables
identification and tracing of different copies of distributed data. Watermark embedding can generally
take place either in a spatial domain or in a transformed domain. In spatial domain watermarking,
the watermark signal is directly embedded into the value of each pixel in an image, while in
frequency domain watermarking, the watermark signal is embedded into the coefficients of the
transformed image. Several techniques have been proposed to embed the watermark signal into
various kinds of data such as text, audio, images and video. Digital watermarks can be either a

visible or an invisible “seal” placed over an image to identify the copyright owner.

The requirements on digital watermarking are number of desirable characteristics that a
watermark should exhibit. Since different applications have different requirements, there is no
unique set of requirements that all watermarking techniques must satisfy. Some of the desirable

properties are :

* Imperceptibility : the watermark should not be noticeable to the viewer nor should it

degrade the quality of the content.

* Robustness : the watermark should not be removed or destroyed without degrading the
quality of the image. It should be robust to common signal processing methods. Thus, the major
challenge in watermarking is to ensure both imperceptibility and robustness. It is obvious that this

requirement conflict with each other.

* Unambiguousness : Retrieval of the watermark should unambiguously identify the owner

of the content.

* Universality: the same digital algorithm should be appropriated for all media under

consideration. This allows audio, still image or video watermarking to be done on common hardware.
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2. Literature Review

Nowadays, large numbers of watermarking technique have been proposed, and the survey
on those vital techniques is described as follows. A watermarking based on Discrete Cosine
Transform (DCT) method, in which the watermark signal was embedded into the middle-frequency
range of DCT coefficients of the transformed original image was proposed by Rekocevic et al [2].
The DCT coefficient was constants after transforming the image from spatial domain into spectral
domain. However, when the watermarked image was compressed by JPEG (Joint Photographic
Experts Group) with high compression ratio, the watermark embedded in the middle-frequency
range of DCT coefficients was destroyed. Alternatively, an efficient method which embedded the
watermark into the image by modifying 1000 largest DCT coefficients of the image was proposed
by Cox et al [3]. However, modification of these spectral components resulted in severe image
degradation. In this method, the watermark signal was prepared by spread spectrum technique, the
information was firstly spread and then modulated with pseudo random noise before being embedded.
The experimental results showed that the watermark could be effectively extracted, even if the
watermarked image had been significantly degraded through several common geometric and signal

processing attacks.

In 1999, Ng et al [4] proposed a Pixel Position Shifting (PPS) watermarking method.
This method was started by calculating the summation of all 64 values in each 8x8 pixel-block,
then the result was divided by 16 to obtain the remainder. This remainder was used to calculate
the starting point for embedding the watermark in the DCT coefficients. Moreover, the hamming
code (8, 4) was employed to detect and correct the error. However, the disadvantage of this
method was that the watermark was not robust against the low-pass filter and medianpass filter.
Hsu and Wu [5] proposed a multi-resolution watermark embedding algorithm, in which lower
resolution watermark was embedded into the lower frequency components of the image, while the

higher frequency watermark resided in the higher frequency components of the image.

A watermarking scheme, based on direct sequence spread spectrum technique, was proposed
by George et al [6]. In this scheme, a secret message was spread with the assigned chip-rate. The
spread sequence was modulated by a pseudo-random noise sequence. The modulated signal was
then scaled with a factor O before being added to the original image pixel-by-pixel. Due to the
noisy nature of pseudo-random noise sequence, the embedded watermark was difficult to be

detected, located, and manipulated.
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3. Background

Since the proposed watermarking applies the spread spectrum techniques, which consist of
Direct Sequence Spread Spectrum (DS-SS) technique and Frequency Hopping Spread Spectrum
(FH-SS) technique, the principle of DS-SS technique will be first given. Then, the concept of
FH-SS technique will be briefly described.

3.1 Direct Sequence Spread Spectrum Technique

In the DS-SS communications [7], a low level wideband signal can be easily hidden
within the same spectrum as a high power signal, which each signal appears to be noise to the
other. The core component of these spread spectrum systems is a Pseudo Random Noise Sequence
(PRNS). For these direct sequence spread spectrum systems, the original baseband bit stream is
multiplied by the PRNS to produce a new bit stream. Only those receivers equipped with correct
PRNS can decode the original message. At the receiver, the low level wideband signal will be
accompanied by noise. By using a suitable detector/demodulator with the correct PRNS, this
signal can be squeezed back into the original narrow baseband. As the noise is completely random

and uncorrelated, the desired signal can easily be extracted.

3.2 Frequency Hopping Spread Spectrum Technique

The FH-SS technique involves a periodic change of transmission frequency [8]. A frequency
hopping signal may be regarded as a sequence of modulated data bursts with time-varying,
pseudo-random carrier frequencies. The set of possible carrier frequencies is called the hopset.
Hopping occurs over a frequency band that includes a number of channels. Each channel is
defined as a spectral region with a central frequency in the hopset. The bandwidth is large enough
to include most of the power in a narrow band modulation burst, having the corresponding carrier
frequency. Data is therefore sent by hopping the transmitter carrier to seemingly random channels
which are known only to the desired receiver. On each channel, small bursts of data are sent using

conventional narrowband modulation before the transmitter hops again.

4. The Proposed Scheme

As already mentioned, the DS-SS technique is used in the watermark generating process
to provide robustness to the embedded signal, while the FH-SS technique is used in the locations
determining process to determine the embedding positions in the original image. This section will
describe the detail of the watermarking scheme which consists of watermark generating, locations

determining, watermark embedding and extracting, respectively.
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4.1 Watermark Generating

First, a sequence of information bits, consisting of —1 and 1, is spread by multiplying
with a large factor, called chip-rate Cr, to obtain the spread information sequence. The size of this
sequence is equal to the value of chip-rate multiplied by number of information bits [9]. The
spread sequence is then modulated with a binary pseudo-noise sequence to yield the modulated
spread sequence, and is finally amplified with a locally adjustable amplitude factor to obtain the

watermark signal. The block diagram of watermark generating process is illustrated in Fig. 1,

part A.
Secret
‘ Information Bits A Key B
L1} #
¢ Generating Random
‘ Spreading with Cr ‘ Positions within Hopset

v
v

L

: Watermarked
>< mplitude W Image

Pseudo Random
Noise Sequence Original

Image

A = Watermark Generating

B = Locations Determining

Fig. 1 Block diagram of the watermarking scheme

4.2 Locations Determining

In this step, each bit of the watermark signal will be embedded into some assigned
locations (or pixels), which is randomly determined by a key-based FH-SS technique, within the
image frame, instead of whole frame [10]. Therefore, each watermark bit will only be dispersed
over its corresponding locations within some parts of the image. The block diagram of location

determining process is illustrated in Fig. 1, part B.

For example, considering an original image with the size of 256x256 pixels, all available
pixels in the image is equal to 65536, and is considered as a hopset. If 10% of image frame is
required to embed the watermark, 6554 locations within the hopset will be pseudo-randomly
determined, with no repeated locations, and used to carry the watermark signal. According to the

figure, those selected locations are used to perform the watermark embedding process.
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4.3 Watermark Embedding

In this step, each watermark bit is merely embedded into the assigned pixels by using
additive operation. The output will be the watermarked pixels. Note that the image will contain
both unmarked and marked pixels. This ratio is up to the applications and user’s satisfaction.
Furthermore, in the proposed scheme, only some selected bits, e.g. 4, 5, 6-bit, within the
selected pixels will be used to carry the watermark signal. Note that in the ordinary watermarking
scheme, 8-bit within a pixel, which represents the number ranging between 0-255, is used to
carry one bit of watermark signal, while in the propose scheme, only some bits with in a pixel, e.g.

5-bit which represents the number ranging between 0-31, is used in stead.

4.4 Watermark Extracting

To recover the embedded information, it is necessary to precisely determine the hopping
locations, where the watermark signal is added. The watermarked pixels is firstly correlated with
the same pseudo-noise sequence used in the watermark generating process. Correlation here is
demodulation followed by summation over the width of the chip-rate. Finally, the sign of the

correlation sum determines the embedded information bit [9].

5. Experimental Design and Evaluation Method

The original image used in the experiments consisted of various 8-bit standard images
with the size of 256x256 pixels such as Airplane, Lena, Boat, Barbara etc. MATLAB program
was used as a tool to simulate the watermarking scheme by embedding the watermark signal into
some random parts within the image frame. It was also used to measure the scheme’s performance
against various types of attack such as brightness/contrast enhancement, lowpass/highpass/median

filtering, JPEG compression standard, additive Gaussian/uniform distributed noise.

Since PSNR (Peak Signal to Noise Ratio) is the standard metric for evaluating the differences
between two versions of image, in this paper, it is used to assess the quality of the watermarked

images, compared to the original one’s. In the image-processing field, the PSNR is defined below

b
PSNR =201 — 1
Ogm(RMSEj (1)

when b is the maximum value of the luminance signal, in case of gray scale, b is equal to
255. The RMSE is Root Mean Square Error, and equal to VvMSE . The variable in the square root
is Mean Square Error (MSE), which is an estimation of the population variance in the analysis of

variance, and is defined as follows :
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) (2)

Org i~ kaij

MSE = | x(SuM,
N

where N is total number of pixels within an image, Org and Wmk are the value of pixel
ij ij

(i, j) in the original and watermarked images, respectively.

Since the PSNR is used to indicate how much the watermarked image is differed from the
original image, it can be said that the lower the value of PSNR, the more different the two images
are. In other words, the quality of the watermarked image is much deteriorated if its PSNR is low.
On the other hand, if the value of PSNR is high, it implies that the quality of the watermarked

image is as close as that of the original one.

6. Experimental Results

The experiment was first performed by embedding the watermark signal into the original
image ‘Barbara’, with the aim of determining a proper value of amplitude factor, 0. Fig. 2 shows
a number of resultant outcome of the original and watermarked images at various amplitude

factors.

(d) (e %)

Fig. 2 Comparison of the watermarked images at various amplitude factors

(a) original image (d) watermarked image with a =5
(b) watermarked image with a = 1 (e) watermarked image with o =7

(c) watermarked image with o = 3 (f) watermarked image with a = 10
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From Fig. 2, it is obvious that the higher the amplitude factor, the higher the degradation
of image. The plot of PSNR value at each amplitude factor resulted from Fig. 2 is also shown in

Fig. 3.

Peak Signal to Noise Ratio (PSNR)

1 3 5 7 10
Amplitude Factor

Fig. 3 The plot of PSNR values at various amplitude factors

After the proper amplitude factor was selected, i.e. O = 3, the experiments were carried
on by embedding the watermark signal into parts of the original image at different levels ranging

from 10%, 20%, .. 100%. The experimental results are shown in Fig. 4.

Peak Signal to Noise Ratio (dB)

10 20 30 40 50 60 70 80 90 100

Embedding Area (%)

Fig. 4 Average PSNR value at various level (%) of embedding area within an image
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Furthermore, when the embedding area was reduced, the resulting outcome effected directly
to the processing time used in the watermark embedding process. Fig. 5 shows the plot of processing

time needed at different values of embedding.
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Fig. 5 Average processing time VS. Embedding area

When the image area used to embed the watermark signal was decreased, it apparently
reduced the amount of information rate in the embedded signal. Therefore, the technique of
reducing the block size used to carry the watermark signal was applied. In other words, only some
selected bits within the selected pixels were used to carry the watermark signal. It was concluded

in [11] that the smaller the block size, the smaller value the chip-rate required to recover the

information bits correctly.

Since a smaller value of chip-rate was used, the amount of information bits to be embedded
into the image frame would be increased. Table 1 shows the smallest value of chip-rate required

to correctly recover the embedded bits at various block sizes.

Table 1 The smallest value of chip-rate required at various block sizes

Chip-rate c_required to correctly recover the embedded bits

(3] <t n © o~ 0

S N S I S S

Original - > - i - ™

9 <9 9 <9 9 Q

S =} S S S 2

I = 3 = = = =
Airplane 20 65 235 320 1890 4000
Tiffany 20 75 220 620 2300 3950
Splash 22 55 168 580 2000 3150
Boats 20 95 270 480 1200 2950
Barbara 18 68 245 560 1300 2450
Logo 45 220 720 2500 6000 10000
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Fig. 6 The plot of embeddable information bits at various block size

When the information rate was kept constant while the block size used to carry the watermark
signal was changed, the improved value of PSNR would be obtained, and the results were shown

in Fig. 7.

3

\ —e— Block size 3

< |
\\ —a—Blocksize 4
‘%\\‘\‘ Block size 5

\\ \\' Block size 6
\; —x— Block size 7

—e— Block size 8

Peak Signal to Noise Ratio (dB)
5

w
=]

10 20 30 40 50 60 70 8 9 100
Embedding Area (%)

Fig. 7 The plot of value of PSNR at various percentages when block size was changed

To evaluate the robustness of the proposed watermarking scheme. Various types of attack,
which is admiringly used in image-processing field, were applied to the watermarked images.
These types of attack were as follow: Brightness enhancement at 33%, Contrast enhancement at
429%, Lowpass filtering with radius of 0.24 pixel, Highpass filtering with radius of 7 pixel,
Median filtering with radius of 1 pixel, JPEG compression standard at 90% quality, additive
Gaussian distributed noise at 80%, additive Uniform distributed noise with variance 0.001. Note
that, at the specific value given above, the watermarking scheme could robust against all of those
attacks without any error in the extracting process. However, other higher values or higher levels

of attacks resulted in occurrence of errors in the extracted watermark bits.
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7. Discussions

From the experimental results, it can be obviously seen that the quality of the watermarked
image was significantly improved since the watermark signal was embedded into some parts of the
image frame only. Moreover, the scheme provided the same level of robustness against common
attacks since the attackers need to modify all pixels of the watermarked image in order to destroy
the embedded signal, provided the attackers have no ways to determine such locations used in the
watermark embedding process. In other words, it can be said that the proposed scheme provided
the same security level as the existing scheme, where the watermark signal was embedded into the
whole image frame. Furthermore, this scheme gave less time-consuming used in the computational
process. One advantage of using the FH-SS technique that can be undoubtedly claimed is that the
embedded signal is robust to some potential attacks, especially to the collusion attack, since

attempting to determine the watermark’s location from different copies will not be possible.

Since the information rate was decreased, after reducing the embedding area within the
image, it can be compensated by using some selected bits within the selected pixels to carry the
watermark signal. To clearly see the advantage of our technique, the following example is given.
Let an image’s resolution be 256x256 pixels, which can carry the watermark bits up to 65536
bits/frame. Using the ordinary watermarking scheme, which uses block size of 8 to embed the
watermark bits, the chip-rate must be at least 10000 in order to be able to correctly recover the
embedded bits, according to Table 1, and the information up to 6.5 bits are then allowed to be
embedded within such image frame. In contrary, by using our scheme with 50% embedding area
at the block size of 5, the same image can carry the information up to 32768 bits/frame. However,
since the block size of 5 is used, the smaller value of chip-rate at 720 is required, and therefore

the information rate will be increased to 45.5 bits/frame, which is 7 times higher.

8. Conclusions

In this paper we have presented the watermarking scheme based on the spread spectrum
techniques. The scheme used the FH-SS technique to locate the watermark embedding positions,
while the DS-SS technique was used to generate the watermark signal. The proposed scheme
improved the quality of watermarked image, while provided the same level of security, compared
to the existing schemes. Although decreasing the embedding area caused the information rate to
fall off, we could compensate this incident by adding the watermark signal into some selected bits
within a pixel. The experimental results have shown that the total information rate was significantly

improved, due to a smaller value of chip rate required to correctly recover the embedded signal.
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